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Abstract- Business delivery value added more via security 
services to the service providers and service users. Organization 
system developing various models to achieve the security system 
according to the modern development and technology; which 
they requires for their own operations and for their interactions 
within departments, customers and partners.  Business securities 
pattern will be aid to establish a powerful methodology to 
identify and understand these relationships to maximize the value 
of security system.  This paper presents a study of important 
business patterns in Roles Right Definition Model Use Cases 
linking to Object oriented Analysis and Design approach for 
Secured Internet Information access.   
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I.  INTRODUCTION 
 

In Modern communication system, all applications are being 
accessed through wireless systems which includes commerce, 
medical, manufacturing, and others. Wireless devices have 
become an extension of corporate databases and individuals. 
Their security compromises are as serious as any attack to the 
corporate database and may have damaging effects on the 
privacy of individuals and the protection of assets of an 
enterprise. Wireless devices include cellular phones, two-way 
radios, PDAs, laptop computers and similar. These are normally 
portable devices with limitations of weight, size, memory, and 
power. The increase in functions in cellular devices creates new 
possibilities for attacks in the service system. Standard attacks 
against the Internet may now take new forms. Lists of 
vulnerabilities are already available, showing flaws in many 
existing products.  Communicating in the wireless environment 
has its own issues and challenges. It is characterized by relatively 
low bandwidth and data rates, as well as higher error rates, and 
the need for low power consumption (for mobile devices). The 
mobility of the nodes in cases such as ad hoc networks adds 
another significant layer of complexity and unpredictability. 
 

II. COMMUNICATION SYSTEM SECURITY  
 

The security of communication systems can be divided into four 
sections: 
Security of the application:  This means the security of user 
applications and standard applications such as email. 

Security of the devices: “How to protect the physical device in 
case it is lost or stolen.” 
Security of the Wireless Technology: “How to protect messages 
in transit. “ 
Security of the server that connects to the Internet or other wired 
network. After this server the information goes to a network with 
the usual security problems of a wired network. 
 

III. WIRELESS APPLICATION ON WEB 
 

There are two common approaches for user applications in 
wireless devices: WAP (Wireless Application Protocol), and 
applications based on the two standard component approaches, 
J2ME and .NET. The latter include standard object-oriented 
applications or applications using web services. Middleware 
software supports wireless applications at both the client and 
server sides. Devices using Bluetooth can use Java or.NET.  
 
3. 1 Wireless Application Protocol (WAP) 
WAP is a thin-client (micro browser) development protocol, 
specifically designed for development of user applications. WAP 
uses WML (Wireless Markup Language) and WML Script to 
develop applications that can be interpreted at the browser and 
accessed at the server using HTTP. WAP requires a gateway to 
the wired Internet, and cannot store and process data locally.  
WAP uses WTLS (Wireless Transport Layer Security). This 
protocol provides confidentiality, integrity, and authentication 
and uses RSA cryptography, but can also use Elliptic Curve 
Cryptography. It is based on the IETF SSL/TLS protocols. 
WTLS provides security for communications between the WAP 
wireless device and the WAP gateway (discussed later). Current 
WAP devices use Class 2 WTLS, which enforces server-side 
authentication using public key certificates similar to the 
SSL/TLS protocol.  Future Class 3 devices will also allow 
client–side authentication using certificates. This level will use a 
WAP Identity Module (WIM), with mandatory support for RSA 
public keys and optional support for elliptic curve cryptography.   
 
3.2 Web services 
Web service is a component or set of functions accessible 
through the web that can be incorporated into an application. 
Web services expose an XML interface, can be registered and 
located through a registry; communicate using XML messages 
using standard web protocols, and support loosely coupled 
connections between systems. Web services represent the latest 
approach to distribution and are considered an important 
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technology for business integration and collaboration.Wireless 
devices can access web services using SOAP (Simple Object 
Access Protocol).  Web services are still not widely used in 
portable devices. The limited processing power of portable 
devices and the lack of network reliability is a serious obstacle 
for a full implementation. There are several toolkits that simplify 
the process of building applications using web services. For 
example, Java-based client systems can use Sun ONE and 
kSOAP . While server-side systems can be built with Sun or 
IBM toolkits. There are similar tools for. NET-based systems. In 
addition to the specific designs used, security also depends on 
the security of these component platforms [Fer04a].It is 
important to develop systems where security has been considered 
at all stages of design, which not only satisfy their functional 
specifications but also satisfy security requirements. To do this 
we need to start with high- level models that represent the 
security policies of the institution.   
 

IV. USE CASE FOR WIRELESS APPLICATION 
DESIGN 

The following models are used to design the use cases in general 
for business application development  

a) Access matrix 
b) Role-Based Access Control (RBAC) model, 

 
4.1 Access Matrix Model  
These models define security constraints at the highest 
architectural level for the applications, which are enforced by the 
lower levels. These models have been extensively studied by the 
security community and we do not attempt here to add new 
models or extend the existing models. Our intent is to specify 
the accepted models as object-oriented patterns that can be used 
as guidelines in the construction of secure systems.  There are 
other security models, based on other policies or combinations of 
policies. Two important models are the Clark-Wilson model and 
the Chinese Wall model .There is a pattern for the Clark-Wilson 
model, but none for the Chinese Wall model.  When we have a 
question of “How do we describe who is authorized to access 
specific resources in a system?”, then we wish to solve these by 
two methodologies where Role – Based Access Control plays an 
important part in it.  How to assign rights to users according to 
their roles in an institution? Permissions for subjects accessing 
protected objects have to be described in a suitable way. A 
central authority should be responsible for granting the 
authorizations. Furthermore, a convenient administration of the 
authorizations should be guaranteed for a large number of 
subjects and objects. The principle of least privilege should be 
supported. The suggestions are  People in institutions have 
different needs for access to information, according to their 
functions. 
i.We must help the institution to define precise access rights for 

its members according to a need-to-know policy. 
ii.Granting rights to individual users would require storing many 

authorization rules and it would also be hard for 
administrators to keep track of these rules. 

iii. Users may have more than one role and we may want to 
enforce policies such as separation of duty, where a user 
cannot be in two specific roles in the same session. 

iv.We may need to have hierarchies of roles, with inheritance of 
rights. 

v. A role may be assigned to individual users or to groups of 
users. 

 
4.2 Role-Based Access Control (RBAC) pattern use case 
design   
This model developed based on the current role and 
responsibilities of the users. Classes User and Role described in 
the registered users and the predefined roles are described here 
respectively. Users are assigned to roles; roles are given rights 
according to their functions. The association class Right defines 
the access types that a user within a role is authorized to apply to 
the protection object. In fact, the combination Role, Protection 
Object, and Right is an instance of the Authorization pattern.  
Roles may correspond to job titles, e.g., manager, secretary. A 
finer approach is to make them correspond to tasks, e.g., a 
professor has the roles of thesis advisor, teacher, committee 
member, researcher, etc.  There are many possible ways to 
implement roles in a software system. considers the 
implementation of the data structures needed to apply an RBAC 
model.  The model also includes a constraint to enforce a 
separation of duties. The administrator has the right to assign 
roles to groups and users; he is a special user who can assign 
users to roles and rights to a role. Rights for security 
administration usually include: 
i. Definition of authorization rules for roles. 

ii. Creation/deletion of user groups. 
iii. Assignment of users to roles. 
 
Our pattern represents in object-oriented form a model described 
in set terms in [San96].  That model has been the basis of most 
research papers and implementations of this idea . RBAC is 
implemented in a variety of commercial systems, including 
Sun’s J2EE, Microsoft’s Windows 2000, IBM’s Web Sphere, 
and Oracle, among others. The basic security facilities of Java’s 
JDK 1.2 have been shown to be able to support a rich variety of 
RBAC policies.  When a problem arises in deciding access in an 
environment with security classifications, the following factors 
should be noted down while solving it. 
i. The model should protect the confidentiality and integrity of 

data based on its sensitivity. 
ii. The model should be able to be used at any architectural 

level. 
iii. There could be different sets of rules to decide access. 
iv. There must be a convenient way to assign users and data to 

classification levels. 
 
The Role-Based Access Control model is used now in many 
systems. However, the different component frameworks (.NET, 
J2EE) provide support only to define roles and to write 
authorization rules, they don’t say anything about where the 
rights come from. It is not easy for system designers or for 
administrators to define the needed roles and their corresponding 
rights.  



Integrated Intelligent Research(IIR)                                                      International Journal of Communication and Networking System                                       
Volume: 01 Issue: 01 June 2012,Pages No.43-48     

                                                                                                                                                                                           ISSN: 2278-2427 

48 

 
V.  APPROACH FOR PROPOSED ROLE-BASED 

ACCESS CONTROL (RBAC) PATTERN USE 
CASE DESIGN  

  
The proposed model highlights with following factors while 
determining the role bases and use cases  
i. Roles correspond to functional tasks in an institution and we 

need to assign to these tasks enough rights to perform their 
work. 

ii. Rights should be assigned according to the need-to-know 
(least privilege) principle, where each role gets only the 
rights needed to perform her duties. 

iii. New roles appear and some roles may not be needed 
anymore; changes to roles and their rights should be easy to 
perform. 

iv. When Use cases are defined we follow these steps. Define 
the use cases of the system. The design of object-oriented 
systems always start this way but even systems which use 
other methodologies often define use cases as part of the 
requirements stage. As use cases define the interactions of 
actors with the system, we can interpret actors as roles. The 
roles that appear in a use case must be authorized for all the 
operations initiated by the role or the role could not perform 
its functions. If we collect all the operations performed by a 
role over all use cases, they define the necessary rights for 
this role.  To make this approach more detailed and 
systematic, we should build a use case diagram that displays 
all the use cases for the system and sequence diagrams that 
show the interactions of roles with the system for each use 
case.  

 
VI. CONCLUSION 

 
RBAC pattern identifies the rights of the user according to the 
user requirements and it only grants people who are having 
access privilege rights, etc to access internet Information..  This 
model defines the security system, using classes such as User, 
Role, and accessibility. This proposed pattern complements by 
providing a way to define the specific rights needed in a 
particular system.   
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